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1. Introduction

This contribution proposes a basic call flow to perform algorithms negotiation. 
2. Proposal

***********************Start of the first change************************

5.3.4.z
Solution #3.z:  Algorithms Negotiation Procedure
5.3.4.z.1
Introduction  

This solution address the key issue 3.3.
The key issue states: “The network (access network entity or core network entity) shall take the final decision on which security features and algorithms will be used, taking into account what the UE has signalled and potential additional information in the subscriber profile.”

This solution provides an algorithm negotiation mechanism for the NextGen network.
5.3.4.z.2
Solution details 
In LTE, MME is the security anchor to perform algorithms selection and negotiation, while in NextGen the SEAF is the function directly connecting with the NG UE and MM, may also indirectly connect with SM. 
In this solution, SEAF is the anchor to perform algorithm negotiation.
Figure 5.3.x.z-1 shows the basic call flow for algorithm negotiation.
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Figure 5.3.x.z-1 algorithm negotiation
0. UE stores supported algorithms that is part of the UE security capability, the MM stores an algorithm priority list and the ARPF stores permitted algorithms based on the subscription profile information.
1. UE sends an Attach Request to SSF
2. SSF sends an Authentication Request to SEAF.
3. SEAF sends an authentication data request to ARPF, which shall at least include the IMSI.
4. The ARPF response with authentication data response message. The permitted algorithms may be included in this message. The permitted algorithm is selected by ARPF based on the current UE’s profile, e.g. the type of UE.
Editor’s Note:  It is ffs what information should be used for ARPF determining the permitted algorithms.
5. The SEAF sends User Authentication Request message to UE to perform mutual authentication.
6. After the UE authenticates the network, it will send User Authentication Response message to SEAF.This message also contains the algorithms UE supported.
7.  The SEAF selects algorithms based on the UE supported algorithms and the permitted algorithms received from ARPF.
8. SEAF informs SSF the result of authentication.
9. The SSF forwards the attach request message to MM.
10. MM sends Security Context Request message to SEAF. The message at least includes the algorithms priority list belonging to MM and the UE identity.
11. SEAF compares the preferences of the MM and the selected algorithms from step7 to get the determined algorithms for MM which include one ciphering algorithms and one integrity algorithms.
12. SEAF responds to MM with Security Context Request message which includes determined algorithms and the UE security capability.
13.  MM perform MM SMC Procedure with the NG UE. The messages shall be protected by keys and the determined algorithms.
14.  UE and MM perform the rest of Attach MM procedure.
15. If the initial attach indicates that the SM procedure needs to be executed, the MM will forward the Session Management Request to the SM. If the initial attach does not contain SM procedure, then UE will send Session Management Request to SM some time later.

16. The SM gets the algorithm priority list of CN-UP.
Note: The current call flow assumes that the UP security terminates at CN-UP.
17. The SM sends Security Context Request message to SEAF including algorithms priority list of CN-UP.
18. SEAF compares the preferences of the CN-UP and the selected algorithms from step7 to get the determined algorithms for CN-UP which includes one ciphering algorithm and one integrity algorithm.
19. SEAF responds to SM with Security Context Request message which includes determined algorithms for CN-UP and the UE security capability.
20. SM performs SM SMC to enable UP security protection. At this point, all messages are integrity and confidentiality protected by keys just derived using the agreed upon algorithms.
21. The SM performs the rest of SM procedure or the rest of the attach procedure.
Editor’s Note: Where NAS traffic terminates in the network should be aligned with SA2 architecture.
Editor’s Note:  It is FFS why put the UE security capability in UE authentication response message.
Editor’s Note: It is FFS whether SEAF needs to keep status of UE supported algorithm list to server MM-SMC and later SM-SMC.
5.3.4.z.3
Evaluation 

***********************End of the first change*************************
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